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Abstract In this paper, a secure and incidental distortion tolerant signature method for image authentication is proposed.
The generation of authentication signature is based on Hotelling’s T-square Statistic (HTS) via Principal Component
Analysis (PCA) of block DCT coefficients. HTS values of all blocks construct a unique and stable “block-edge image”,
i.e., Structural and Statistical Signature (SSS). The characteristic of SSS is that it is short, and can tolerate content-
preserving manipulations while keeping sensitive to content-changing attacks, and locate tampering easily. During signature
matching, the Fisher criterion is used to obtain optimal threshold for automatically and universally distinguishing incidental
manipulations from malicious attacks. Moreover, the security of SSS is achieved by encryption of the DCT coefficients with

chaotic sequences before PCA. Experiments show that the novel method is effective for authentication.
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1 Introduction

With the proliferation of multimedia content and the
ever-increasing use of powerful multimedia manipula-
tion tools, multimedia can be manipulated easily. “See-
ing is believing” is no longer true. Under such circum-
stances, multimedia authentication which verifies the
originality of the contents by detecting malicious ma-
nipulations without access to the original signal is be-

coming more prominent!'~¢!,

All manipulations of multimedia can be classi-
fied into two categories: incidental and malicious
manipulations®). Malicious manipulations, or attacks,
often change a multimedia object to a new one which
carries a different visual meaning to the observer?!, and
thus should be rejected by an authentication system:.
Malicious manipulations include cropping, dropping, in-
serting, replacing, reordering perceptual objects or video
frames, etc.’l On the other hand, multimedia can be
represented equivalently in different forms, and undergo
various incidental manipulations during distribution!*!.
Incidental manipulations are acceptable, because they
preserve nearly the same perceptual content and do not
change the authenticity of multimedia. Common ones
include format conversions, lossless and high-quality
lossy compression, A/D and D/A conversions, resam-
pling, filtering for noise removal or smoothing etc.[3~6]
They render traditional cryptographic schemes using
bit-sensitive hash algorithms, such as MD5 and SHA-1
inapplicable!®3:7],
put will alter the cryptographic signature dramatically.
Therefore, multimedia authentication systems should be

since even one bit change of the in-
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sensitive to malicious manipulations while keeping ro-
bust against incidental ones.

Conventionally, the methods of multimedia au-
thentication can be classified into two categories’:7]:
fingerprint-based and watermark-based. Generally, the
former methods are more robust than the latter(”]. Fin-
gerprints, also known as digital signatures or robust
hashes, are perceptual features or short summaries of a
multimedia object[”). They can be used for multimedia
authentication, indexation of content, management of
large database, and content dependent watermarking!”l.
It is an emerging research area that is receiving increas-
ing attention(”). As pointed out in [8], an immediately
obvious application for a robust image hash is identifica-
tion/search of images in large databases. Several other
applications have been identified recently in content au-
thentication, watermarking, and anti-piracy search. Un-
like traditional search, these scenarios are adversarial,
and require the hash to be a randomized digest!8!.

Multimedia authentication, especially image authen-
tication, has been under active study in recent years(*.
Significant attention has been given to generating ro-
bust digital signatures for image authentication. Since
Friedman!® proposed in 1993 a “trustworthy digital
camera” scheme by applying the unique private key
of the camera to generating signatures in authentica-
tion of its output images with traditional authentica-
tion method, many more methods* =3l have been pro-
posed up to now. Although most existing approaches
perform well against compression, some of them such as
[7] treat all types of manipulation equally, somel1:10-13]
cannot detect certain malicious tampering, and some
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others[®9! are still vulnerable to several incidental dis-
tortions due to the difficult tradeoff between robustness
and fragility['?]. For example, the statistics-based meth-
ods in [1, 10] are not secure due to their inabilities to
detect some easy and malicious tampers without modi-
fying their block-histogram/block-mean/moment based
signatures. The method in [11] may be inadequate
for detecting some crop-and-replace attacks inside the
objects!?l. The methods in [12, 13] cannot detect some
small content changing manipulations such as small ob-
ject addition, and the latter cannot detect tampering
with facial features either™. Lin and Chang present
a technique(®%! which can prevent malicious manipula-
tions but allow JPEG up to a certain quality level by
using the invariant relation between any two DCT co-
efficients. However, it rejects other manipulations, and
has to control parameters for different uses, and the ex-
tracted relation is random by nature for the merit of the
image structure is not utilized!3!. To resist incidental
manipulations, Lu and Liaol®! propose to use the image
“structure” composed of inter-scale relation of wavelet
coefficients as signature. Since the merit of statistical
features of the image is not utilized, it is very difficult
(even human intervention is really necessary) to univer-
sally determine the threshold for distinguishing inciden-
tal manipulations from malicious ones, and there are
some important parameters (e.g., U) to select!3!.

Recently, we proposed in [15] a novel compact image
hashing scheme based on eigenvectors of block DCT co-
efficients, but the method cannot locate tampered blocks
precisely for the standardized matrix of the original im-
age cannot be accessed during signature matching.

In this paper, we propose a novel method which can
tolerate incidental manipulations while keep sensitive to
malicious manipulations by utilizing the merits of both
structural and statistical features. Our strategy is to use
HTS (Hotelling’s T-square Statistic) by applying PCA
(Principal Component Analysis) to the DC and low-
frequency terms of block DCT coefficients. HTS values
of all blocks construct a unique and stable “block-edge
image”, i.e., SSS (Structural and Statistical Signature).
Since HTS is a statistical measure of the multivariate
distance from the center of the data set, HTS values of
block DCT coefficients reflect some important and per-
ceptually robust features of an image, because in the
relatively flat and homogeneous blocks, the HT'S values
are relatively small, while in the edges and highly tex-
tured blocks, the HTS values are relatively large (this
can be easily seen from the HTS map such as our ex-
periments in Fig.4(d) and Fig.6(c) in Section 5). From
this point of view, we call SSS “block-edge image”.

If a malicious tamper occurs, the DCT coefficients
of tampered blocks will change significantly, hence re-
markably altering corresponding HTS values. On the
other hand, content-preserving manipulations do not ob-
viously change the content or the meaning of an image,
which implies that all the HTS values are always slightly
affected. Therefore, by calculating the difference be-
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tween each HTS pair of the original and questioned im-
ages, we can easily determine whether the corresponding
block is maliciously tampered or not. If the difference is
above a given threshold T', then the block is tampered.
It also means that tampered blocks can be located easi-
ly and precisely at the same time. The threshold T
can be determined by the binarization threshold of the
“block-edge image”. Since binarization can be regarded
as a problem of two-category classification, we employ
the Fisher criterion", which maximizes the distance
between the means of the two classes while minimizing
the variance within each class, to obtain the optimal bi-
narization threshold as the threshold T for different of
images.

For image authentication, the security of the digital
signature algorithm is an important issuel®!. More pre-
cisely, it is required that the extracted signature depends
on the private key. There exits a security problem of the
Lin’s method in [2] on the key-based secret formation of
pairs for comparison(®l. On the other hand, chaotic sys-
tems are very sensitive to initial conditions which have
noise-like behaviors and compact description!!¢l. Addi-
tionally, in most cases, the initial condition of a chaotic
system cannot be deduced from a finite length of the se-
quence. That is important from the view of security!!6l.
So we use chaotic sequence instead of secret mapping
function method in [2] in our system to acquire more
secure signature. Moreover, we encrypt, namely ran-
domize, the DCT coefficients before PCA instead of en-
crypting the eigenvectors after PCA in the procedure of
signature generation to increase the difficulty of forging
original signatures.

Compared with the method in [3], our method is
very simple, and can automatically and universally de-
termine the threshold T" without any key parameters to
select. It should be noticed that since the HTS val-
ues can be considered as global statistical information,
there is an inherent dependency among them. Thus, it
is nearly impossible to perform the counterfeit attack
on the image, i.e., it is very difficult to modify an image
without altering its signature. The security problem in
the statistics-based method!*1% no longer exists. Fur-
thermore, block reordering and swapping attacks! can
be avoided since block indices are used to encrypt DCT
coefficients before PCA.

The remainder of this paper is organized as follows.
Section 2 describes the procedure of signature genera-
tion which includes DCT encryption with chaotic se-
quences, HTS calculation and quantization. Section
3 presents the determination algorithm of the optimal
threshold by employing the Fisher criterion. Section 4
details the procedure of signature matching. Section 5
reports our experimental results. Finally, conclusions
are drawn in Section 6.

2 Signature Generation

As aforementioned, HTS values of block DCT coef-
ficients reflect some important and perceptually robust
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features of an image, so we use quantized HT'S values of
block DCT coefficients as signature of images.

Image
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Fig.1. Block diagram of signature generation.

HTS can be calculated by applying PCA algorithm
to a matrix composed of block DCT coefficients. We call
it DCT data matrix. As shown in Fig.1, the procedure
for generating signature is divided into six steps whose
details are described as follows.

Step 1. DCT Transform

We transform the image into 8 x 8 block-DCT do-
main. Fast DCT transform algorithms are preferable
for time saving. Of course, this step should be omitted
in JPEG images for DCT coefficients can be accessed
directly.

Step 2. Form DCT Data Matrix

We prepare DCT data matrix A for PCA as follows.
First, we only take the DC and 7 low-frequency AC
terms as shown in Fig.2('7] for the purpose of capturing
discriminative characteristics of an image and reducing
the high-frequency information at the same time, then
divide them by the corresponding values of the quan-
tization matrix used in JPEG. Finally, we place the 8
quantized coefficients of each block into an N x 8 ma-
trix A in row major order, where N is the total number
of blocks. This can be represented as (1), where D;;
denotes the j-th quantized DCT coefficients of the i-th
block.

Dll D12 DlS
D21 D22 D28

A= . . . (1)
Dyxi1 Do Dns/ nys

Step 3. Encrypt DCT Data Matrix
For image authentication, the security of the signa-
ture generation algorithm is an issue. More precisely,
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it is required that the signature function should be key
dependent![”], namely, the signatures generated with dif-
ferent keys should be wholly different. We propose a
novel method of using chaotic sequences to acquire the
key dependence of the signature.

Fig.2. 8 x 8 block-DCT coefficients used to compute HT'S. The
upper-left element of this figure corresponds to the DC term of
each 8 X 8 block DCT. The numbered elements indicate the set
of coefficients used in our method, and the numbers indicate the
column indices in the DCT data matrix A for PCA.

To increase the difficulty for attacker to find the pri-
vate key to forge the signature, we encrypt DCT data
matrix with chaotic sequences before PCA instead of
encrypting HT'S vector after PCA, because the size of
DCT data matrix is greatly larger than the size of the
resultant HT'S vector.

As mentioned in the above introduction, chaotic sys-
tems are very sensitive to initial conditions which have
noise-like behaviors and compact description!*®. Those
properties make them widely used in the fields includ-
ing digital communication, cryptography, etc.!'8l Specif-
ically, Chebyshev maps and logistic maps are commonly
used due to their simplicity to generate and their ana-
lytically analyzed statistical properties!'!. So we use
chaotic sequence to encrypt the DCT data matrix A
before PCA. The most important reason why we choose
chaotic logistic sequences lies in their extreme sensitivi-
ties to initial conditions and their ergodicities, which re-
sults in unlimited number of sequences and makes them
more secure. From Fig.3, we can see that even a very
slight change of the initial value (such as 1075, or even
10716) will alter the output sequence fast and dramati-
cally.

The logistic map for generating the chaotic sequence
is:

Tpyp =1— 222 (2)

where @, € (—1,1) is a real number, n =0,...,8N —1,
and the initial value zg € (—1,1) is returned by a ran-
dom function using the private key K as its seed. Thus,
we can easily convert the chaotic sequence (column vec-
tor) {z,} to an N X8 encryption matrix G in row major
order. Therefore we can scramble the DCT data matrix
A to an encrypted DCT data matrix E by:

E=G.xA (3)








