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Abstract. In this paper, we present a novel ﬁngerprinting method for
image authentication, the ﬁngerprint length of which is very short (only
81 bytes) and independent on image sizes. First, we extract features
based on the block DCT coeﬃcients of images, and binarize the feature
map to get key blocks. Then we apply Principal Components Analysis
(PCA) to the DCT Coeﬃcients of key blocks. Finally, we take the quantized eigenvector matrix (9×9) as ﬁngerprints. Experimental results show
that the proposed method is discriminative, robust against compression,
and sensitive to malicious modiﬁcations.

1

Introduction

Fingerprints are perceptual features or short summaries of a multimedia object
[1]. They can be used for identifying contents just as human ﬁngerprints are
used for identiﬁcation. The aim of ﬁngerprinting (also known as multimedia
identiﬁcation, robust hashes, robust signatures, or passive watermarking) is to
provide fast and reliable methods for content identiﬁcation [1]. It is an emerging
research area that is receiving increased attention.
A number of applications of multimedia ﬁngerprinting such as multimedia
authentication, indexation of content, and management of large database, were
detailed in [1–3]. A typical example of application is multimedia authentication,
the key issue of which is to protect the content itself instead of the particular
representation of the content without access to the original signals [2, 4, 7]. This
renders traditional cryptographic schemes using bit-sensitive hash functions not
applicable [1, 2, 5], for multimedia signals can be represented equivalently in
diﬀerent forms, and undergo various manipulations during distribution that may
carry the same perceptual information. Therefore, ﬁngerprints should be both
discriminative and robust [1].
Researchers have paid great eﬀorts on ﬁngerprinting techniques. Up to now,
many image ﬁngerprinting methods have been proposed [1–8]. Schneider and
Chang [4] proposed a scheme based on image-block histograms to authenticate
the content of an image. Although their scheme is compression tolerant, it has
two main drawbacks: considerably large storage requirement of histograms and
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its security due to the easy way to modify an image without changing its histogram. Bhattacha and Kutter [5] proposed a method based on the locations
of salient feature points by using a scale interaction model and Mexican-Hat
wavelets. Although the extracted ﬁngerprints are very short, the selection process, relevance of the selected points and its robustness to lossy compression are
unclear [8]. Moreover, the feature points are too few and separate to capture the
major content characteristics from a human perspective. Thus the method is not
discriminative and may be inadequate for detecting some modiﬁcations inside
the objects. Lou DC and Liu JL [6] proposed a method based on quantization
and compression of means of all blocks. Because blocks can be easily modiﬁed
without changing their means, security problem similar to that of [4] still exists.
Queluz [7] proposed techniques to generate ﬁngerprints based on moments and
edges. Because moments ignore the spatial distribution of pixels, diﬀerent images
may have same or similar moments. Consequently, moment features are not discriminative enough. Additionally, it is easy to modify an image without changing
its moments. Several issues have to be further solved such as the reduction of
ﬁngerprint length, the consistency of edge detector, and the robustness to color
manipulations [8]. Ching-Yung Lin and Shih-Fu Chang [3, 8] present an eﬀective
technique for image authentication which can prevent malicious manipulations
but allow JPEG lossy compression. However, their extracted ﬁngerprints are not
very compact compared with our method, and largely depend on the image sizes
and the number of DCT coeﬃcients compared in each block pair. Recently, a
compact and robust ﬁngerprinting method based on radon transform has been
proposed in [1]. But the method is not intended for authentication, and is not
based on the DCT domain. Hence it can not directly extended to compressed
video stream.
In this paper, we present a novel ﬁngerprinting scheme based on the DC and
low-frequency AC terms of block DCT coeﬃcients. The procedure for generating
ﬁngerprints is shown in Fig.1. First, we extract features based on block DCT
coeﬃcients, and binarize the feature map to get key blocks. Then we apply
PCA to the DCT Coeﬃcients of key blocks (data matrix A in Fig.1). Finally, we
take the eigenvector matrix as ﬁngerprints. Experiments show that the proposed
method is discriminative, robust against compression, and sensitive to malicious
modiﬁcations.
Extract
Binarize
Generate
Images: - features to - feature map PCA
data matrix generate
C
Transform
to locate key
A for PCA
feature map
blocks
Fig. 1. Procedure for generating ﬁngerprints

As we quantize each element of the eigenvector matrix (9 × 9) to an onebyte integer, the length of extracted ﬁngerprint is very short (only 81 bytes)
and independent on image sizes. Since ﬁngerprint lengths of most existing meth-
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ods depend on image sizes, independence on image size is of great importance,
especially for large images, in watermarking-based authentication because the
amount of information that can be embedded within an image is limited [3, 7].
Furthermore, since the middle-frequency terms of block DCT coeﬃcients are
not used by the proposed method, embedding ﬁngerprint there may be feasible.
Additionally, the security problem similar to that of [4] no longer exists, for it
is diﬃcult to modify an image without altering its eigenvectors after the zigzag
order indices of blocks are taken into consideration in our method.
The remainder of this paper is organized as follows. Section 2 details key
block location. Section 3 describes ﬁngerprint generation. Section 4 proposes
ﬁngerprint matching method. Section 5 detailes experimental results. Finally,
Section 6 summarizes the contributions of this paper and discusses future work.

2

Key Block Location

Hotelling’s T-square (HTS) statistic is a measure of the multivariate distance of
each observation from the center of the data set, and an analytical way to ﬁnd
the most extreme points in the data. We use the HTS of block DCT coeﬃcients
as features of images to locate key blocks.


D11 , D12 , · · ·, D18
 D21 , D22 , · · ·, D28 

B=
(1)
 ................... 
DN 1 , DN 2 , · · ·, DN 8
HTS can be calculated via PCA algorithm. The function princomp() in Matlab Statistics Toolbox describes the PCA algorithm adopted by us, and the
fourth output of the function is HTS. We implement it with MATLAB C++
Math Library 2.0. To achieve high speed, instead of using the covariance matrix
of B as shown in (1), we adopt the centered and standardized matrix std(B)
before using PCA [9]. This is the same with the PCA algorithm in section 3.

8×8 Block
Generate
PCA Transform:
DCT
Data
B for Images: HTS=
PCA:
Transform:
C
Pincomp(std(B))
D=DCT(C)
B=[D(1: 8)]
Fig. 2. Procedure for computing HTS

To calculate HTS, we apply PCA to the DC and low-frequency terms of
block DCT coeﬃcients. The procedure for calculating HTS is shown in Fig.2.
First, we transform the original image into 8×8 block-DCT domain. Then, we
prepare data matrix B for PCA: divide the DC and 7 low-frequency AC terms
(as shown in Fig.3) by the corresponding values of the quantization table in the
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Fig. 3. 8×8 block-DCT coeﬃcients used to compute HTS. The upper-left element of
this ﬁgure corresponds to the DC term of each 8×8 block DCT. The shaded elements
indicate the set of coeﬃcients used in our method, and the numbers indicate the column
indices in the data matrix for PCA

JPEG compression process, and place them into a N×8 matrix in zigzag order,
where N is the total number of blocks. This can be represented as (1), where
Dij denotes the j th DCT coeﬃcients of the ith block of the image C.
The HTS values of all blocks compose the feature map. After the HTS feature
map is formed, we binarize it to get key blocks. Before binarization, we quantize
each element HT Si of HTS to an integer HT Sq ∈ [0, 127] according to (2):
HT Sq = 

127(HT Si − HT Smin )

HT Smax − HT Smin

(2)

where HT Smax , HT Smin mean the maximum and minimum values of HTS.
After quantization, all the HTS values can be classiﬁed into two categories
C1 : {0, k} and C2 : {k + 1, 127}, where k is the threshold of binarization. Thus,
we can deﬁne the between-class variance as (3).
σb2

k
127


= [u1 (k) − u2 (k)] (
Pi )(
Pi )
2

i=0

(3)

i=k+1

where, Pi is the probability deﬁned as (4), ni is the number of blocks whose
quantized HT Sq equal i(i = 0, . . . , 127),
Pi =

ni
N

and u1 , u2 are means of C1 and C2 deﬁned as (5) and (6).
k
iPi
u1 (k) = i=0
k
i=0 Pi
127
iPi
u2 (k) = i=k+1
127
i=k+1 Pi

(4)

(5)

(6)

Consequently, we can determine the HTS threshold kb for binarization by
(7), and take the blocks whose HT Sq are greater than kb as the key blocks.
kb = argmax{σb2 }

(7)
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Fingerprint Generation

As shown in Fig.1, after key block location, we prepare the data matrix A for
PCA as shown in (8), where Dij denotes the j th DCT coeﬃcients of the ith key
block of the image, and K is the number of all key blocks, Zi is the zigzag order
index of the ith key block for consideration of its spatial location.


D11 , · · ·, D18 , Z1
 D21 , · · ·, D28 , Z2 

(8)
A=
 .................. 
DK1 , · · ·, DK8 , ZK
Then, we apply PCA to the matrix A, and use the resultant 9 × 9 eigenvector
matrix V as ﬁngerprint. For more compact ﬁngerprint, compression techniques
such as quantization and entropy coding, and Discrete Fourier Transform, can
be used to reduce the length of the ﬁngerprint if necessary. In our experiments,
we quantize each element a of ﬁngerprint V to an one-byte integer aq by:
aq = 127(1 + a)

(9)

For image authentication, a secure ﬁngerprint can be achieved by using a
private key to perturb all the elements of the quantized ﬁngerprint matrix in a
random order, and encrypt the ﬁngerprint for secure communication.

4

Fingerprint Matching

Two images are declared similar (for indexation) or authentic (for authentication) if the similarity S between their ﬁngerprints is above a certain threshold
T . The main idea of ﬁngerprint matching is that if two images are considered
similar or authentic, corresponding eigenvectors from the two ﬁngerprints should
be high correlative. Thus, S can be calculated by computing correlation between
each pair of eigenvectors, that is, the cosine of the angle between them.
After dequantizing each element aq of eigenvector matrices by:
a=

aq
−1
127

(10)

we let Vo = (αo1 , αo2 , . . . , αo9 ) and Vt = (αt1 , αt2 , . . . , αt9 ) be the dequantized
eigenvector matrices of the original image Co and the image Ct to be tested
respectively. Since eigenvector matrix is orthogonal, S can be mathematically
calculated by computing the arithmetic mean of correlations of all the pairs as:
1 
|α αti |
9 i=1 oi
9

S=

where αoi denotes the transpose of column vector αoi .

(11)
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Experimental Results

In evaluating our proposed method, we tested it on the well-known “F14” image
(732 × 500) and the 2000 test images randomly selected from the Corel Gallery
database including many kinds of images (256 × 384 or 384 × 256). Prior to
extracting ﬁngerprints, we normalized all the images by taking the luminance
component although it can be applied to other components. Resizing is not
necessary because ﬁngerprint lengthes are independent on image sizes. To do
experiments, we ﬁrst extracted ﬁngerprints from the 2000 images.
To test robustness of the method, we used StirMark [10] to compress the
2000 images to various JPEG images with diﬀerent quality levels Q ranging
from 10% to 90%, and calculated S between images and their corresponding
JPEG images. The mean and standard deviation (Std) of the measured S were
shown in Table.1. It shows that our method is fairly robust against compression.
Table 1. Mean and Std of the measured S between images and corresponding JPEG
images for 2000 test images
JPEG Compression Mean

Std

JPEG(Q=10%)
JPEG(Q=20%)
JPEG(Q=30%)
JPEG(Q=40%)
JPEG(Q=50%)
JPEG(Q=60%)
JPEG(Q=70%)
JPEG(Q=80%)
JPEG(Q=90%)

0.1367
0.0970
0.0821
0.0688
0.0635
0.0533
0.0467
0.0375
0.0306

0.8361
0.9167
0.9411
0.9554
0.9631
0.9664
0.9751
0.9856
0.9887

For image authentication, since obvious degradation exists in many images
of JPEG(Q=10%), we can set the mean S (0.9167) of JPEG(Q=20%) as the
threshold T , or even greater according to various applications.
We made small modiﬁcations of “F14” as shown in Fig.4. The measured
S between the original image and the tampered images (b), (c) and (d) are
0.8409, 0.7830 and 0.8077 respectively. All those values are below the threshold
T = 0.9167. Thus, we successfully detected that the three images were tampered.
It shows that our method is sensitive to malicious modiﬁcations of images.
To test discriminability of the method, we randomly selected 262140 pairs
of ﬁngerprints of the 2000 test images, and calculated S between each pair. The
histogram of the measured S was shown in Fig.5. All the measured S were in the
range between 0.0710 and 0.8440. The mean and standard deviation were 0.3723,
0.1005. We can see that the histogram closely approaches the ideal random i.i.d.
case N(0.3723, 0.1005). The mean of the measured S was far below T = 0.9167.
Thus we can arrive at very low false alarm rate (the probability that declare two
diﬀerent images as similar or authentic): 3.0318 × 10−8 . The above results show
that our method is discriminative.
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Fig. 4. Authentication test on the image “F14”: (a) Original image “F14”; (b) Remove
the char “E” on the empennage; (c) Remove the two chars “EC” on the empennage;
(d) Copy the two chars “GO” onto the top of the empennage
Discriminability Test on 2000 images (Total Pairs=4*65535)
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Fig. 5. Histogram of the measured S between 262140 pairs of images randomly selected
from 2000 images. The red line represents the ideal random i.i.d. case N(0.3723, 0.1005)
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Summary and Conclusions

In this paper, we present a novel image ﬁngerprinting method for authentication
based on PCA of the DCT coeﬃcients of key blocks determined by the HTS
threshold. Experiments show that the proposed method is discriminative, robust
against compression, and sensitive to malicious modiﬁcations. It is convenient to
extend our method to verify compressed video streams without DCT transforms.
Furthermore, since the ﬁngerprint length is only 81 bytes long regardless of
image sizes, and the middle-frequency terms of block DCT coeﬃcients are not
adopted by our method, combining our method with semi-fragile watermarking
and embedding ﬁngerprint there may be feasible.
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